Part 1  Basic Security policy

Test management of the device using IPv6 address using SSH and telnet.

Source IP based authorization

1.      Block all traffic originating from a specified source IP

2.      Block all traffic originating from a specified source network

3.      Accept all traffic originating from a specified source IP

4.      Accept all traffic originating from a specified source network

Destination IP based authorization

5.      Block all traffic destined to a specified destination IP

6.      Block all traffic destined to a specified destination network

7.      Accept all traffic destined to a specified destination IP

8.      Accept all traffic destined to a specified destination network

*  Security checks of invalid IPv6 source and destination address and supported/un-supported IPv6 extension headers.
Service based authorization

9.      Block all traffic matching a specified UDP service, including port ranges

10.     Accept all traffic matching a specified UDP service, including port ranges

11.     Block all traffic matching a specified TCP service, including port ranges

12.     Accept all traffic matching a specified TCP service, including port ranges

13.     Accept all ICMPv6 traffic

14.     Block all ICMPv6 traffic

15.     Block all traffic matching a specific ICMPv6 service (e.g. ping)

16.     Accept all traffic matching a specific ICMPv6 service

* Test traffic for each ICMPv6 service (including mobile IPv6 and neighbor discovery) and real TCP/UDP services including keeping state for each service.
Time based authorization

17.     Block traffic based on a time specification

18.     Accept traffic based on a time specification

Combination based authorization

Test various combinations of the tests above in a single security rule, for example:

19.     Block all traffic between two networks in a specified time

20.     Accept HTTP traffic from two networks to three hosts
Test a complete rule base with multiple rules having internal logic, for example:

21.     The first rule allows ICMPv6 traffic to a host, and the second block other traffic

22.     The first rule allows traffic between two hosts, and the second blocks other traffic to the destination host
Firewall screening and DOS attacks

Define security policy - i.e. only allow HTTP through from host a to b

23.     Test Security Policy enforcement with traffic
24.     Block traffic from a TCP syn flood attack – what are acceptable results here?
25.     Block traffic from a UDP flood - what are acceptable results here?
26.     Block traffic from a ICMP flood what are acceptable results here?
27.     Block traffic from a Spoof detection
* block directed IP broadcast – not for IPv6 because there is no broadcast…
28.     Block out sequence packets

29.     Block packets matching the security policy, but out of state (Data with out three-way handshake first, SYN-ACK without a SYN, etc.)

* Port scan attack
Part 2 - IPv4 and IPv6

IPv4 authorization

On the IPv6-enabled firewall, test various rule bases applying limitations on IPv4 traffic, for example:

30.     Block traffic based on IPv4 source and destination IPs

31.     Block traffic based on IPv4 destination and service
IPv4 and IPv6 authorization

Test various rule bases applying limitations on IPv4 traffic and IPv6 traffic:

32.     Define a single rule blocking all traffic of a specified service.

Test that it works both for IPv6 and IPv4 traffic

33.     Define separate rules blocking traffic for IPv6 and IPv4 hosts and networks. See that both rules are enforced correctly

Part 3  Logging

In all tests, the logs should appear with IPv6 source IP, IPv6 destination

IP, service, and rule-number along with additional standard log information extracted by Firewall

34.     Define a rule-base with several rules, some of them with a log instruction. See that logs are issued for connections matching these rules, and for them only

35.     Do a similar test with a rule-base applying IPv4 and IPv6 traffic.

Test both for IPv4 and for IPv6 traffic

Check for appropriate debugs and show commands related to ipv6 routing and traffic for adequate troubleshooting.

Part 4 - Stateful Inspection

36.     Test that TCP connections correct timeouts are enforced for TCP and UDP connections
* Test SMTP traffic for inspection.
TCP inspection

37.     Test that TCP connections are accepted only if starting with a SYN packet

Didn’t include FIN, FIN-ACK or PSH or RST
UDP inspection

38.     Test that UDP replies are accepted only if replies are allowed for this connection

Not sure how to test this, as we already have a UDP test above.
FTP inspection (RFC 1579, 2428) – I’ll have this in on the next revision as I need to review the FTP RFCs
All tests should be made with IPv6 PORT and PASSIVE commands

39.     Test that when opening FTP data connections, only data connection traffic to the specified port between the client and the server is allowed

40.     Test that low port (< 1024) traffic is not allowed in data connections

41.     Test that traffic to well-known high ports is not allowed in data connections

42.     Test that mal-formatted commands are dropped

43.     Test the suspicious events are logged
Part 5  Dual stack architecture and addressing

44.     Test that IPv4 state and IPv6 state is kept separately (put in state section)
45.     Test that a single interface can be assigned multiple IPv6 addresses.  Certain addresses (link-local unicast address and Multicast address) cannot be routed through the box and can be used for to-the-box traffic. (put link-local in basic operation, add multicast in the next revision)
46.     Test that a global IPv6 address can be obtained from a router through prefix delegation.

47.     Test that an IPv6 Firewall interface can act as a router and assign auto-configuration information to other devices.

Part 6 Fragmentation

48. Send fragmented packet to-the-box and test full fragment re-assembly. (In IPv6, the fragmentation is at the host.  Does allowing the firewall to re-assemble fragments violate the standard?? – I am going to assume re-assembly is for inspection, but how could we create a packet that was denied upon re-assembly?)
*  Security checks of invalid IPv6 source and destination address and supported/un-supported IPv6 extension headers. (write up for future test suite revisions)
