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STATUS OF TH S DOCUMENT

This docunent is an Internet-Draft. Internet-Drafts are working
docunents of the Internet Engineering Task Force (IETF), its areas, and
its working groups. Note that other groups may al so distribute working
docunents as Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference materi al
or to cite themother than as "work in progress.”

To view the entire list of current Internet-Drafts, please check the
"lid-abstracts.txt” listing contained in the Internet-Drafts Shadow
Directories on ftp.is.co.za (Africa), ftp.nordu.net (Europe),
munnari.oz.au (Pacific Rm, ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

ABSTRACT
Thi s docunent proposes nodifications to some of the packet formats

defined by Internet-Draft draft-ietf-ipl394-ipv4-11, specifically those
i ntended for transport by asynchronous stream packets.
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1. 1 NTRODUCTI ON

Thi s docunent proposes nodifications to some of the packet formats
defined by Internet-Draft draft-ietf-ipl394-ipv4-11, specifically those
i ntended for transport by asynchronous stream packets.

The referenced Internet-Draft defines packet formats for Address

Resol ution Protocol (ARP) and Miulticast Channel Allocation Protocol
(MCAP) that utilize a Serial Bus channel for the broadcast of
asynchronous stream packets to all |P-capable Serial Bus devices. These
formats and nmet hods have been tested and found to be interoperable

bet ween i npl enentations of at |east two different vendors.

Recent work in the | EEE P1394.1 working group, Serial Bus to Serial Bus
bri dges, suggests that the current ARP and MCAP formats will not be
extensi bl e when bridges are used to formnets of interconnected buses.
In fact, the formats specified today will create problens when bridges
are introduced.

Al t hough the | ETF working group responsible for the I Pv4d over |EEE 1394
protocol has chosen to defer exact specification of operations in a

bri dged environnment, the author of this docunent believes that the
antici pated problens are serious enough to force a reexam nation of

t hese issues.

2. DEFI NI TI ONS AND NOTATI ON
2.1 Conformance

When used in this docunent, the keywords "may", "optional",
"recommended”, "required", "shall" and "should" differentiate |evels of
requi renents and optionality and are to be interpreted as described in
RFC 2119.

Several additional keywords are enpl oyed, as foll ows:

I gnored: A keyword that describes bits, octets, quadlets or fields whose
val ues are not checked by the recipient.

reserved: A keyword used to describe objects---bits, octets, quadlets
and fields---or the code val ues assigned to these objects in cases where
either the object or the code value is set aside for future

standardi zation. Usage and interpretation may be specified by future
extensions to this or other standards. A reserved object shall be zeroed
or, upon devel opment of a future standard, set to a val ue specified by
such a standard. The recipient of a reserved object shall not check its
val ue. The recipient of an object defined by this standard as other than
reserved shall check its value and reject reserved code val ues.

2.2 dossary

The following terns are used in this standard:
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address resolution protocol: A nmethod for a requester to determ ne the
har dware (1394) address of an I P node fromthe |IP address of the node.

bus ID: A 10-bit number that uniquely identifies a particular bus within
a group of nultiple interconnected buses. The bus IDis the nost
significant portion of a node’s 16-bit node ID. The val ue Ox3FF
designates the | ocal bus; a node shall respond to requests addressed to
its 6-bit physical IDif the bus IDin the request is either Ox3FF or
the bus ID explicitly assigned to the node.

| P datagram An Internet message that conforns to the format specified
by RFC 791.

node ID: A 16-bit nunber that uniquely identifies a Serial Bus node
wWithin a group of nmultiple interconnected buses. The nost significant 10
bits are the bus ID and the least significant 6 bits are the physical

| D.

node unique ID: A 64-bit nunber that uniquely identifies a node anong
all the Serial Bus nodes nanufactured worl dw de; al so known as the
EUl - 64 (Extended Unique ldentifier, 64-bits).

octet: Eight bits of data.

packet: Any of the 1394 primary packets; these may be read, wite or

| ock requests (and their responses) or streamdata. The term "packet" is
used consistently to differentiate 1394 packets from ARP
request s/ responses, | P datagrans or MCAP advertisenents/solicitations.

physical ID: On a particular bus, this 6-bit nunber is dynamcally
assigned during the self-identification process and uniquely identifies
a node on that bus.

quadl et: Four octets, or 32 bits, of data.

stream packet: A 1394 prinmary packet with a transacti on code of Ox0A
that contains a bl ock data payl oad. Stream packets may be either
asynchronous or isochronous according to the type of 1394 arbitration
enpl oyed.

2.3 Abbreviations
The follow ng are abbreviations that are used in this standard:

ARP Addr ess resol ution protocol

CSR Control and status register

CRC Cyclical redundancy checksum

EUl - 64 Extended Uni que ldentifier, 64-bits

| P I nternet protocol (within the context of this docunent, |Pv4)
MCAP  Mul ticast channel allocation protocol
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2.4 Nuneric val ues

Deci mal and hexadeci mal nunbers are used within this standard. By
editorial convention, deciml nunbers are nost frequently used to
represent quantities or counts. Addresses are uniformy represented by
hexadeci mal nunbers. Hexadeci mal nunbers are al so used when the val ue
represented has an underlying structure that is nore apparent in a
hexadeci mal format than in a decinmal fornmat.

Deci mal nunbers are represented by Arabic nunerals or by their English
nanes. Hexadeci mal nunbers are prefixed by Ox and represented by digits
from the character set 0 — 9 and A — F. For the sake of legibility,

hexadecimal numbers are separated into groups of four digits separated

by spaces.

For example, both 42 and 0x2A represent the same numeric value.
3. PROBLEM STATEMENT

The problems are most easily understood in the context of ARP as defined
by draft-ietf-ip1394-ipv4-11. The draft describes a means by which a
Serial Bus channel is allocated by one of the IP-capable devices, the
network protocol manager (NPM), which then communicates the channel
number to all the IP-capable devices on the bus. When address resolution
is necessary, the sender broadcasts an ARP packet on this channel. The
pertinent information in the ARP request is:

- the IP address of the sender;
- the Serial Bus address of the sender; and
- the IP address of the device that the sender wishes to locate.

The fundamental challenge for IPv4 over IEEE 1394 is the fact that the

16-bit Serial Bus addresses (the node ID) are mutable with each bus

reset. The insertion or removal of a Serial Bus device forces a bus

reset; software may generate bus reset(s) at its discretion. Bus resets

on one's local bus are manageable even if inconvenient; bus resets on

some remote bus that lies beyond one or more bridges are particularly

difficult. The only solution found by the P1394.1 working group to the
management of remote node IDs is to virtualize them. Remote nodes are
addressed by a vi rtual node | Dthatis intended to remain stable across
bus resets.

NOTE: The reader is referred to a P1394.1 working document,
BR034R00.pdf, which may be downloaded from the web site maintained by
the working group at http://grouper.ieee.org/groups/1394/1/index.html.

The detailed description of the virtual node ID concept is not repeated

in this document.

The use of virtual node IDs places some demands on both the bridges and

the data formats of the packets they route. The bridge immediately
adjacent to a sender transforms the packet's sour ce_| Dfrom a physical
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(changeable) node IDto a virtual (stable) node ID. The bridge

I medi ately adj acent to a recipient transforns the packet’s
destination_ID froma virtual node ID to a physical node ID recogni zabl e
to the recipient. In order for bridges to performthese mappi ngs, the
packet format nust be well known and the |ocations of source ID and
destination_ID fixed. This is the case for all asynchronous primary
packets defined by | EEE Std 1394- 1995.

The ARP request and response packets are carried by asynchronous stream
packets, a P1394a extension of the isochronous packets defined by | EEE
Std 1394-1995. The stream packet header contains neither source ID nor
destination_I D consequently, a bridge is unable to apply any virtual
node | D mapping to a stream packet as presently defined.

Is there any way that |P-capable nodes can enbed enough information in
an ARP packet for it to be useful on another, renote bus w thout any
transformation by a bus? I think not and set forth the argunent bel ow.

Let us assune that |P-capable devices are split into two groups, those
that are unaware of the existence of P1394.1 bridges and those that are
cogni zant of bridges. Let us further assune that the NODE IDS register
I's not the nethod used by bridges to communi cate uni que bus IDs to
Serial Bus devices.' As a result, devices unaware of bridges (let’s cal
them | egacy devi ces) nmake use of bus ID Ox3FF, only. In order for an ARP
request to be useful on the local bus of origination it nust identify

t he sender by bus I D Ox3FF or else the | egacy recipients will ignore the
request. But, this sanme ARP request, when it is transported across a
bridge to a renote bus, will be recogni zed by | egacy devices on the
renote bus---and recogni zed i nappropriately! Unless there is sonme way
for a bridge to either nodify the ARP request or quarantine it to its

| ocal bus of origin, malfunctions will occur.

The first possibility, in which the bridge nodifies the ARP request, is
di scussed in the next section. The other possibility, quarantine, is
nore drastic and shoul d be avoi ded. The problens with quarantine are
twofold. First, because there is nothing unique about the stream packets
that 1 Pv4 over | EEE 1394 uses to carry ARP, bridges would be forced to
quarantine all stream packets that have an unknown format. This woul d
have a chilling effect on the use of asynchronous streans by other
protocol s that, perhaps, carry no node addressing information. The
second reason to avoid quarantine nay be nore inportant to | P-capable
devices: ARP is guaranteed to be nonextensible to a bridged environnment.
If the | ETF working group adopts the current ARP sol ution described in
draft-ietf-ipl394-ipv4-11, a new ARP solution will be required for

bri dges and | P-capabl e devices will have to issue two sets of ARP
requests, one for their local bus and one for all renote buses.

' Similar arguments may be presented even if NODE IDS is used and
programmed to contain the unique bus IDs, but they are nore conpli cated.
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4. GLOBAL ASYNCHRONQUS STREAM PACKET FORIVAT

That’s right, GASP! The P1394. 1 worki ng group proposes to standardi ze a
new format for asynchronous stream packets that may be recogni zed by
bri dges and transforned by bridges as the stream packets flow from bus
to bus. The proposed format takes the first two quadlets of the data
payl oad and uses them as an extension to the stream packet header

i nformation, as shown bel ow

1 2 3

01234567890123456789012345678901
T S R i T T i i st SN S S SRR A S s
| data | ength | tag] channel | OxO0A | sy |
e S i T T i i T S e
| header CRC
T o i T S e Th i St I S SR o
| source_ID | speci fier I D hi
T T T T S S o
| specifier _ID_Io| ver si on

T S S e T s A S S S ity SR N DS

+- - - dat a -+

e T i I S it T o S S S S S e s
| data_CRC |
S i I S Th T S I S S S S S S S

+- -+ -

+- -+ -

— Y — +—

Figure 5 - GASP for mat

The definition and usage of the new fields not already specified by | EEE
Std 1394- 1995 and P1394a is as foll ows:

The tag field shall have a value of TO BE DETERM NED; this uniquely
identifies the GASP format to P1394.1 bri dges.

The source ID field shall specify the address of the sender of the
stream packet. \When a GASP packet is received on a renote bus, the
source_IDfield shall continue a virtual ID placed in the packet by
the first P1394.1 bridge to retransmt the packet.

The specifier IDfield shall contain a 24-bit organi zational ly unique
Identifier (QUI') assigned by the | EEE RAC. The owner of the QU
(conpany, accredited standards organi zation or industry group) shall
be responsible to define the neaning and usage of the renai nder of
the data payload in the stream packet.

The neani ng and usage of the version field shall be defined by the
owner of specifier_ID

Is this format sufficient to shield the |IPv4 over | EEE 1394 work from
any future changes in the P1394.1 draft standard? After all, the
bridging work is still in progress and may not be fully stable for sone
time to cone.
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| believe that this format is both necessary and sufficient. The
argunments as to its necessity were set out in the precedi ng section. Wy
Is this format sufficient?

Assune for the nonent that the progress made by P1394.1 with virtual
node IDs is not the ultinate, stable solution. By necessity, the working
group has to invent a solution for the routing of asynchronous request
and response packets based on the information avail able in the headers
of asynchronous prinmary packets. O all of the fields in asynchronous
packet headers, only source ID and destination_|ID have anything to do
with the problens of routing through bridges. If a bridge solution is
possible at all, it nust work with the information available within

t hese fields.

Now consi der that asynchronous stream packets are broadcast packets;
this is why they are used for ARP, MCAP and even DHCP. In what way is an
asynchronous stream packet different froma conventional asynchronous
broadcast wite, other than in their transaction codes? In a broadcast
wite, the destination_ IDis OxXxFFFF. This is not a real address; it is
only a token that indicates "broadcast”. Asynchronous stream packets are
al ready understood to be broadcast by virtue of their tcode; the | ack of
a destination IDfield in an asynchronous stream packet is of no

| mportance. On the other hand, the source IDin a broadcast wite
request is critical: it permts the recipient to address a subsequent
transaction to the originator of the broadcast wite. P1394.1 nust
design a bridge solution that works for broadcast wites and it rmnust
invent it out of the materials at hand (source ID. As a consequence, if
source IDis added to asynchronous stream packets in a known | ocati on,
the same solution that works for broadcast wites nust work for
asynchronous streans.

Both the P1394.1 and | ETF worki ng groups may confidently adopt the GASP
format as a nmethod to safely transport asynchronous stream data across
bridges. W know it has to work at least as well as the solution for
broadcast wite.

5. ADDRESS RESOLUTI ON PROTOCOL ( ARP)

ARP requests shall be transmtted by the sane neans as broadcast I|IP

dat agrans; ARP responses nay be transmitted in the same way or they may
be transmtted as block wite requests addressed to the
sender_uni cast_FI FO address identified by the ARP request. An ARP
request/response is 36 octets and shall conformto the format

il lustrated bel ow

NOTE: Just as draft-ietf-ipl394-ipv4-11 omits the link encapsul ation
format, it should be understood that the diagrambelow omts the two-
quadl et GASP header which precedes the ARP request when it is broadcast
as an synchronous stream packet.
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1 2 3
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|
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Figure 5 - ARP request/response fornat
Field usage in an ARP request/response is as follows:

hardware_type: This field indicates 1394 and shall have a val ue of
0x0018.

protocol _type: This field shall have a val ue of 0x0800; this
I ndicates that the protocol addresses in the ARP request/response
conformto the format for |P addresses.

hw_addr_len: This field indicates the size, in octets, of the 1394-
dependent hardware address associated with an | P address and shal
have a val ue of 16.

I P_addr |l en: This field indicates the size, in octets, of an IP
version 4 (l1Pv4) address and shall have a val ue of 4.

opcode: This field shall be one to indicate an ARP request and two to
I ndi cate an ARP response.

sender_unique_ID This field shall contain the node unique ID of the
sender and shall be equal to that specified in the sender’s bus
I nformati on bl ock.

sender_max_rec: This field shall be equal to the value of nmax_rec in
the sender’s configuration ROM bus information block.

sspd: This field shall be set to the lesser of the sender’s link

speed and PHY speed. The link speed is the maximum speed at which the
link may send or receive packets; the PHY speed is the maximum speed
at which the PHY may send, receive or repeat packets. The encoding
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used for sspd is specified by the table below, all val ues not
specified are reserved.

Val ue Speed

sender_uni cast_FI FO hi and sender _uni cast _FI FO | o: These fi el ds
toget her shall specify the 48-bit offset of the sender’s FIFO
availabl e for the receipt of IP datagrans in the format specified by
draft-ietf-ipl394-ipv4-11. The offset of a sender’s unicast FIFO
shal | not change, except as the result of a power reset.

sender_| P_address: This field shall specify the |IP address of the
sender.

target | P_address: In an ARP request, this field shall specify the IP
address from which the sender desires a response. In an ARP response,
it shall be ignored.

Not e that sender _node I D has been renoved fromthe ARP format; the
reci pient of an ARP packet shall obtain this information fromthe
source_IDfield in either and asynchronous primary packet or a GASP
packet. Also note that the sender_xxx fields hold the requester’s or
responder’s information according to opcode (ARP request or response).
In both cases the information in these fields pertains to the
transmtter of the packet. The target | P _address is neaningful only in
an ARP request; the I P address of the responder is contained in
sender | P_address when opcode indi cates an ARP response.

6. SECURI TY CONSI DERATI ONS

Thi s docunent pertains to the use of an unsecured |link |ayer, Serial
Bus, for the transport of |Pv4 datagranms. Serial Bus is vulnerable to
denial of service attacks; it is also possible for devices to eavesdrop
on data or present forged identities. Inplenenters who utilize Seri al
Bus for 1Pv4 should consider appropriate counter-neasures within
application or other |ayers.
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