Net wor k Wor ki ng G oup P. Johansson
I nternet-Draft Congruent Software, Inc.
<draft-ietf-ipl394-ntap-00.txt>

Expires: Cctober, 1998

Mul ti cast Channel Allocation Protocol (MCAP) for |EEE 1394

STATUS OF TH S DOCUMENT

This docunent is an Internet-Draft. Internet-Drafts are working
docunents of the Internet Engineering Task Force (IETF), its areas, and
its working groups. Note that other groups may al so distribute working
docunents as Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference materi al
or to cite themother than as "work in progress.”

To view the entire list of current Internet-Drafts, please check the
"lid-abstracts.txt" listing contained in the Internet-Drafts Shadow
Directories on ftp.is.co.za (Africa), ftp.nordu.net (Europe),
munnari.oz.au (Pacific Rm, ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

ABSTRACT

Thi s docunent specifies how | P-capabl e Serial Bus devices may allocate
| EEE 1394 channel nunber(s) for use in the nmulticast transm ssion of IP
datagrans. It defines the necessary nethods, data structures and codes
for that purpose.

See al so the nost recent revision of draft-ietf-ipl394-ipv4d for a
specification of the transport of |IPv4 datagrans over |EEE 1394.

CAUTI ON: This is a WORKI NG DOCUVMENT of the | ETF |1 P/ 1394 group; sone
parts reflect rough consensus achieved at the 41st | ETF neeting in Los
Angel es, other parts reflect the editor’s distillation of cormments on
the reflector since then and still other parts are new contributions to
the evolution of MCAP. Until subsequent revisions of this docunent are
posted that nore clearly identify agreed areas, the reader should
consider this a work in progress very nuch subject to revision. This
docunent is not yet adopted by the 1P/ 1394 worki ng group.
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1. 1 NTRODUCTI ON

Thi s docunent specifies how | P-capabl e Serial Bus devices may allocate
| EEE 1394 channel nunber(s) for use in the nmulticast transm ssion of IP
datagrans. It defines the necessary nethods, data structures and codes
for that purpose.

The group of | EEE standards and suppl enents, draft or approved, rel ated
to |EEE Std 1394-1995 is hereafter referred to either as 1394 or as
Serial Bus.

The draft specification for the transport of |Pv4 datagrans over 1394,
draft-ietf-ipl394-ipv4, requires broadcast and nulticast |IP datagrans to
be transported within 1394 asynchronous streans. Before an asynchronous
streamnmay be used it is necessary to allocate a 1394 resource, a
channel nunber. The |1Pv4 draft specification describes how a channel
nunber is allocated for all broadcast |IP datagrans; this sane channel
nunber is also used, by default, for multicast traffic.

In cases where it is desirable to use a different channel nunber for
particul ar nulticast groups, nethods are needed to allocate a channel
nunber, advertise its existence and ultimtely deall ocate the channel
nunber when it is no |onger needed. This docunent describes such nethods
and nanes them "mul ti cast channel allocation protocol" (MCAP).

Al t hough the definition of MCAP is notivated by the particul ar
requi renents of 1394, the nethods are extensible to other |ink nmedia.

CAUTI ON: This is a WORKI NG DOCUMENT of the | ETF |1 P/ 1394 group; sone
parts reflect rough consensus achieved at the 41st | ETF neeting in Los
Angel es, other parts reflect the editor’s distillation of comments on
the reflector since then and still other parts are new contributions to
the evolution of MCAP. Until subsequent revisions of this docunent are
posted that nore clearly identify agreed areas, the reader should
consider this a work in progress very nuch subject to revision. This
docunent is not yet adopted by the 1P/ 1394 worki ng group.

2. DEFI NI TI ONS AND NOTATI ON

2.1 Conformance

When used in this docunent, the keywords "may", "optional",
"reconmended”, "required", "shall" and "should" differentiate |evels of
requi renents and optionality and are to be interpreted as described in
RFC 2119.

Several additional keywords are enpl oyed, as follows:

expected: A keyword used to descri be the behavior of the hardware or

software in the design nodels assuned by this standard. O her hardware
and software design nodels nay al so be inpl enment ed.
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i gnored: A keyword that describes bits, octets, quadlets or fields whose
val ues are not checked by the recipient.

reserved: A keyword used to describe objects---bits, octets, quadlets
and fields---or the code val ues assigned to these objects in cases where
either the object or the code value is set aside for future

standardi zation. Usage and interpretation may be specified by future
extensions to this or other standards. A reserved object shall be zeroed
or, upon devel opnent of a future standard, set to a value specified by
such a standard. The recipient of a reserved object shall not check its
val ue. The recipient of an object defined by this standard as ot her than
reserved shall check its value and reject reserved code val ues.

2.2 dossary
The followng terns are used in this standard:

bus ID: A 10-bit nunber that uniquely identifies a particular bus within
a group of multiple interconnected buses. The bus ID is the nost
significant portion of a node’s 16-bit node ID. The val ue Ox3FF
designates the | ocal bus; a node shall respond to requests addressed to
its 6-bit physical IDif the bus IDin the request is either Ox3FF or
the bus ID explicitly assigned to the node.

| P datagram An Internet message that conforns to the format specified
by RFC 791.

node ID: A 16-bit nunber that uniquely identifies a Serial Bus node
within a group of nmultiple interconnected buses. The nobst significant 10
bits are the bus ID and the |east significant 6 bits are the physical

| D.

octet: Eight bits of data.

packet: Any of the 1394 primary packets; these may be read, wite or

| ock requests (and their responses) or streamdata. The term "packet" is
used consistently to differentiate 1394 packets from ARP
request s/ responses or |P datagrans.

physical ID: On a particular bus, this 6-bit nunber is dynamcally
assigned during the self-identification process and uniquely identifies
a node on that bus.

quadl et: Four octets, or 32 bits, of data.

stream packet: A 1394 primary packet with a transacti on code of Ox0A
that contains a bl ock data payl oad. Stream packets may be either
asynchronous or isochronous according to the type of 1394 arbitration
enpl oyed.

2.3 Abbreviations

The followi ng are abbreviations that are used in this standard:
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3.

CAM Channel allocation nmanager
MCAP  Mul ticast channel allocation protocol
I P I nternet protocol (within the context of this docunent, |Pv4)

CHANNEL ALLOCATI ON MANAGER

MCAP requires the presence of a channel allocation nmanager (CAM to
process requests, allocate or deallocate Serial Bus channel nunbers and
advertise the mapping fromgroup addresses to their corresponding
channel s.

The identity of the CAM and the nethod of its selection have not yet
been di scussed by the working group.

Consensus has been reached that the CAMI|istens for nessages (whose
format is described below) on the default nulticast channel specified by
t he NETWORK_CHANNELS regi ster and transmts advertisenments and ot her
responses on the same channel. The details of CAM operations are
described in section 5.

4.

MCAP MESSAGE FORVAT

MCAP nessages, whether sent by a nulticast source or recipient or the
CAM share a common format illustrated below. The first eight octets of
the nessage are fixed; the remai nder consists of variable-length tuples,
each of which encodes information about a particular multicast group.

1 2 3
01234567890123456789012345678901
i S T S i S S T i ST S T T i S S S
| | engt h | checksum |
i S I T i (i ST S S T T iy SIS S U S Y S i (i S S

| bus_I D | reserved | opcode
ek i I I S I S s it sTe T T T SRR S S SR S I S I I S S

+
+ nessage data +
T i S S S T s sl e T e N S I  isy S S

Figure 5 - MCAP nessage for mat

Field usage in an MCAP nessage is as foll ows:

length: This field shall contain the size, in octets, of the entire
MCAP nmessage.

checksum This field shall contain a checksum cal cul ated on the
entire MCAP nessage. The checksum shall be one’s conpl enment of the
sumof all the 16-bit words in the nessage; arithnmetic overflowis

di scarded. For the purpose of calculating the checksum the checksum
field is treated as if zero.
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bus ID. This field shall specify the 10-bit bus ID for which
information in the MCAP nessage is valid. The value of bus_ID shal
be equal to the nost significant 10 bits of the sender’s NODE I DS

1998

regi ster.
opcode: This field shall have one of the values specified by table 1
bel ow.
Table 1 - MCAP opcode val ues
opcode Nane Comment
o o o o e o o e e o o e e e o e e e e e e e e e e e e e e e e e m e e e e e e e e e m e e e m e e e e == =
0 Adverti se Sent by the CAMto broadcast the current
mappi ng fromeach group address to its
correspondi ng channel nunber.
1 Request Sent by a nmulticast source to request the
al l ocation of a channel nunber or to
refresh the remaining lifetime of a
channel nunber allocation.
2 Rel ease Optionally sent by a nulticast source to
rel ease a channel nunber at a future tine.
3 Error Sent by the CAMwhen it is unable to
satisfy a channel nunber all ocation
request .
4 Solicit Sent to request the CAM advertise the
current channel mapping(s) as soon as
possi bl e.
o o o o e o o e e o o e e e o e e e e e e e e e e e e e e e e e m e e e e e e e e e m e e e m e e e e == =

nessage data: The renai nder of the MCAP nessage is variable in |ength
ero or nore group address descriptors with the

and shall consist of z
format illustrated bel

1

01234567890123456789012345678901
i S S i S S e i S i St o S A SRR

| engt h |

expiration | C

T+ +— +— +

OoWw.

2 3

type | reserved
hannel | speed | st at us

bandw dt h

group_addr ess

T S T S S S S S R A L S T S S

Figure 5 - MCAP group address descriptor fornmat

length: This field sha
group address descri pt
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or.
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type: This field shall have a value of one, which indicates a group
address descriptor.

expi ration: The usage of this field varies according to opcode. For
solicit and error nessages the expiration field shall be ignored.

O herwise this field shall contain a tinme-stanp, in seconds, that
specifies a future tine for the rel ease of the channel nunber
specified by channel. Tinme is expressed in terns of the
CYCLE_TI ME. seconds and a match occurs when expiration equal s the nost
significant seven bits of the CYCLE TI ME register.

channel: This field shall specify either a valid channel nunber, in
the range zero to 63 inclusive, or else indicate an invalid channel
nunber with a value of OxFF. Al other values are reserved. The usage
of this field varies according to opcode, as shown in the table

bel ow.

Oper ati on Usage of channel

| Advertise | Channel nunber allocated for the |
| | multicast group _address

| Request | Suggested channel nunber (hint) |
| Release | lgnored |
| Error | lgnored |
| Solicit | lgnored |
o m e e e e e e e e e e e e e e e e e aao +

speed: This field shall be ignored except for advertise and request
nmessages, in which case it shall specify the speed at which stream
packets for the indicated channel are transmtted. The encodi ng used
for speed is specified by the table below, all values not specified
are reserved.

Val ue Speed

status: This field shall be ignored except for error nessages, in
which case it shall characterize the reason(s) the CAM did not

al | ocate a requested channel nunber. The encoding for this field is
yet to be determ ned.

bandwi dt h: This field shall be ignored; it is allocated in the group
address descriptor to accompdate future extensions to MCAP t hat
specify quality of service and utilize the isochronous capabilities
of Serial Bus.
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group _address: This variable length field shall specify the IP
address of a particular nulticast group. The | ength of group_address,
in octets, is derived fromthe |length of the group address descri ptor
by subtracting 12 fromthe /ength field.

5. MCAP OPERATI ONS

MCAP is a cooperative protocol inplenmented by nulticast senders and
reci pients and the CAM The participants exchange nmessages over the
default nulticast channel used by all |P-capable nodes on a particul ar
Serial Bus.

The bus IDfield in all MCAP nessages shall be equal to the nost
significant 10 bits of the sender’s NODE_IDS register.

5.1 Advertisenent of channel nmappings

The CAM shal |l periodically broadcast an advertisenent of all nulticast
group addresses allocated a channel nunber that differs fromthe default
mul ticast channel nunber. An advertisenment shall consist of a single
MCAP nessage with an opcode of zero which contains zero or nore group
address descriptors (one for each group address assigned a channel
nunber other than that specified by the NETWORK CHANNELS regi ster).

Wthin each group address descriptor, the group_address and channel
fields associate a nulticast group address with a Serial Bus channel
nunber. More than one nulticast group address nay be napped to a single
Serial Bus channel nunber by neans of separate group address
descriptors. The speed field specifies the maxi num 1394 speed at which
any of the senders within the nulticast group transmts data. The
expiration field specifies a future tinme when the CAMw || deal | ocate

t he channel nunber.

No nore than ten seconds shall elapse fromthe transm ssion of the nost
recent advertisenent before the CAMinitiates transm ssion of the
subsequent adverti senent.

5.2 Request for channel allocation

Before any nulticast transm ssion on other than the default channel
nunber specified by the NETWORK CHANNELS register, a sender within a
mul ti cast group shall insure that the CAM has all ocated a channel
nunber.

A mul ticast sender should first listen for an MCAP advertisenent. |If the
mul ti cast group address is already nmapped to a channel nunber, the
sender need not nmake a channel allocation request and nay use the
adverti sed channel nunber for nulticast transm ssion.

O herwi se the intended nulticast sender shall transmt an MCAP nessage
with an opcode of one which contains one or nore group address
descriptors. Wthin each group address descriptor the group_address
field shall specify the nulticast group address for which a channel
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nunber is requested. |If the requester has reasons to prefer a particular
channel nunber, this may be specified as a hint in the channel field but
the CAMis not obligated to allocate that channel. The intended
mul ti cast sender shall also specify, for each nulticast group address,

t he maxi num speed at which it intends to transmt data and the
expiration time for the channel allocation.

When the CAM recei ves an MCAP request for channel allocation(s), it
shall attenpt to allocate a channel nunber in accordance with its own
policies and the availability of Serial Bus channel nunber(s).

If a channel is already allocated for the specified group address, the
CAM shal | take no additional action other than to confirmthe channel
nunber mapping in the next MCAP advertisenent. |f the channel nunber
hint in the allocation request differs fromthe channel nunber actually
al l ocated, the CAM should transmt an advertisenent as soon as possible.
O herwi se the advertisenent should be transmtted at the next schedul ed
tinme.

If no channel is allocated for the specified group_address, the CAM
shal |l select a channel nunber and attenpt to allocate it fromthe

I sochronous resource manager’s CHANNELS AVAI LABLE regi ster. The
selection criteria shall be based upon the channel hint supplied in the
request and the CAMs own policies; a value of OxFF for channel

i ndicates that the requester has provided no hint. If the chosen channel
nunber is unavailable, the CAMmay attenpt to allocate a different
channel nunber from CHANNELS AVAI LABLE. The retry al gorithns are subject
to policies inplenented by the CAM (e.g., sone inplenentations m ght not
al l ocate the | ast avail abl e channel but elect to aggregate nulticast
group addresses to al ready all ocated channel (s)).

When the CAM successfully allocates a channel nunber or assigns the
mul ti cast group address to an already all ocated channel nunber, the new
mappi ng fromnulti cast group address to channel nunber shall be
advertised as soon as possible. The MCAP adverti senent constitutes a
response to the channel allocation request and permts the nulticast
sender to commence transm Ssions.

O herwi se, the CAMshall transmt an error response as described bel ow.
5.3 Error response to channel allocation

The CAM shall transmit an MCAP error response nessage whenever one or
nore nmul ticast group addresses specified in an MCAP channel allocation
request message have not been mapped to other than the default multicast
channel nunber.

Mul ti cast channel allocation may fail because no channel nunbers are
avai |l abl e or because CAM policy prevents the allocation. For whatever
reason, the MCAP error response nessage shall contain a group address
descriptor for each failure. The group address field shall identify the
mul ticast group and the status field shall contain a code that indicates
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the nature of the error. Al other fields within the group address
descriptor shall be ignored.

5.4 Rel ease of unneeded channel (s)

When a nmulticast sender intends to cease transm ssions for a nulticast

group that is not nmapped to the default nulticast channel, it nmay notify
the CAM by neans of an MCAP rel ease nessage. The usage of the rel ease
nessage is optional, since the CAMw || autonatically deallocate the

channel nunber when its expiration tinme is reached.

An MCAP rel ease nmessage has an opcode val ue of three and contains one or
nore group address descriptors. Each descriptor identifies the
group_address whose channel nunber is to be released. The expiration
field shall specify a tinme at |east 30 seconds in the future for the

rel ease of the channel nunber. Al other fields within the group address
descriptor shall be ignored.

In response to an MCAP rel ease nessage that identifies a group _address
in the current channel map, the CAM shall update the expiration tine for
the channel with the value of expiration and shall transmt an MCAP
adverti senment nessage as soon as possible. The adverti senent that
reflects the updated expiration tinme is the response expected by the
sender of the MCAP rel ease nessage.

Whet her nulticast senders utilize the optional MCAP rel ease nmessage or
not, channel allocations eventually expire for unused channel nunbers.
When the expiration tinme associated with a particular nulticast group
and associ ated channel is reached (as neasured by the CAM s CYCLE TI ME
register), the CAM shall renove the nulticast group and channel nunber
fromthe current channel map. Once the CAM has transnmitted an MCAP
adverti sement nessage in which no group descriptors reference a
previously allocated channel nunber, the CAM shall deallocate the
channel nunber in the isochronous resource manager’s CHANNELS AVAI LABLE
regi ster.

5.5 Solicitation of the channel nap

Mul ti cast recipients or senders may request the CAMto advertise the
channel map by transmtting an MCAP solicitation request. No group
address descriptors are included with this nessage; the opcode val ue of
five requests the CAMidentified by bus IDto advertise the channel map.

Oiginators of MCAP solicitation requests shall limt the rate at which
they are transmtted. Subsequent to sending a solicitation request,

nei ther the originator nor any other node that observes the request
shal | send anot her MCAP solicitation request until either a) 10 seconds
have expired or b) an MCAP advertisenent has been observed.

The CAM should transmt an MCAP adverti senent nessage as soon as
possible in response to the solicitation request.
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5.6 Periodic refresh of channel allocation(s)

As described in 5.4 above, the CAM shall renove expired nulticast group
address and channel nunber pairs fromthe current channel map and
ultimately return channel nunber(s) to the CHANNELS AVAI LABLE pool when
no | onger used by any nulticast group.

In order to prevent this occurrence for active multicast groups, at

| east one sender within a nulticast group shall periodically extend the
expiration time for the channel map by neans of an MCAP channel

al l ocati on request nessage (see 5.1). Although the CAM does not all ocate
a new channel, the request causes the expiration tinme to be updated to a
new future value. The frequency of MCAP channel all ocation request
nmessages and the expiration time specified in each shoul d be coordi nated
such that at |east three request nessages are transmtted before the
expiration time specified by the earliest of the three is reached.

In nulticast groups where there is nore than one sender it is desirable
tolimt the nunber of MCAP channel allocation request nessages. The

I deal situation is for one sender to generate the requests. If this
sender intends to | eave the nmulticast group, one of two events occur:
either the sender transmits the optional MCAP rel ease nessage or it
ceases transmi ssion of allocation request nmessages. In the first case,
one of the other senders within the nulticast group is expected to
observe the rel ease nessage and initiate its own transm ssion of MCAP
channel allocation request nessages. Oherwise, if the tinme remaining
bef ore channel expiration falls bel ow two seconds, that sender should
initiate its own transm ssion of MCAP channel allocation request
nmessages. In the latter case, the allocation request shall be
transmtted at | east one second before the expiration tine.

6. SECURI TY CONSI DERATI ONS

Thi s docunent specifies the use of an unsecured |ink |ayer, Serial Bus,
for the transport of |Pv4 datagranms. Serial Bus is vulnerable to denial
of service attacks; it is also possible for devices to eavesdrop on data
or present forged identities. Inplenmenters who utilize Serial Bus for

| Pv4 shoul d consi der appropriate counter-neasures within application or
ot her | ayers.
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